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“It is imperative that leaders strategically
manage information risks, work towards a
culture of shared cyber-risk ownership across
organizations, and take a strategic approach to
cyber resilience. Effective cyber resilience
requires a combined and aligned multi-
disciplinary effort to move beyond compliance
to cohesive business and digital enablement.”

Zrédto: World Economic Forum “Cybersecurity Leadership Principles: Lessons learnt during the COVID-19
pandemic to prepare for the new normal”
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Rozwdj srodowiska
bezpieczenstwa IT

11 SP1 XG SP1

Browser Exploit Protection Pre-execution and Runtime Machine Learning

Enhanced Memory Scanning Anti-Exploit Prevention
Ransomware Behavior Monitoring Ransomware Encrypted File Recovery

Connected Threat Defense Initial Fileless Attack Detection

Apex One

Integrated App Control and Virtual Patching
Offline Machine Learning
Enhanced Fileless Attack Detection
Enhanced In-Memory Runtime Analysis
Endpoint Sensor for EDR Investigations

AN\

\ l!‘ :;efl’sl o

KSC

FORUM

CZERWIEC - WRZESIEN 2020

KSCFORUM 2020 | CZERWIEC - WRZESIEN www.kscforum.pl

Wdrazanie ustawy o Krajowym Systemie Cyberbezpieczenstwa dla praktykéw



Co dalej? /\\u i

KS€2020

CZERWIEC - WRZESIEN 2020

Dashboard Investigation Alerts Data Sources Administration @
Triggered Alerts ‘

Dashboard Investigation Alerts Data Sources Administration ®

Triggered Alerts

All alert levels $ All data sources : Custom period v Attack Q

Total Alerts: 3 | Search Filters: 3 | Period: 2019-05-03 13:28:00 ~ 2019-05-03 15:28:00

s oy
Alert Level Triggered Alert Rule Filter Data Source Matches
® 2019-05-03 06:00:18+00:00 Trend Micro XDR Correlation Alert Possible Phishing Email with Suspicious URL syslog 1
2019-05-03 06:00:08+00:00 e e R R P S PR T St epeony
2019-05-03 06:00:08+00:00 Attack Discovery Unusual use of built-in system tools syslog 6
® 2019-05-02 16:00:18+00:00 Targeted attack - custom Internal network spread - WMI - custom sysiog
2019-05-02 16:00:08+00:00 Attack Discovery SETHC replacement logged by Endpoint Sensor sysiog 3
(0] 2019-05-02 16:00:08+00:00 Attack Discovery Unusual use of built-in system tools sysiog 12
® ® 2019-05-02 14:00:17400:00 Targeted attack - custom Internal network spread - WMI - custom sysiog 20
‘D] 0] | 2019.05.02 14:00:08400:00 |  Unusual use of buit-n system tools | eyoop
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Trend Micro Managed XDR

Threat Experts Deliver: Detection Reporting, Sweeping, Hunting,
Root Cause Analysis, Remediation Plan

Trend Micro XDR

Automated Detection, Sweeping, Hunting, Root-cause Analysis

Trend Micro Data Lake

Activity Data
& Detections

@ | o
Fo jo U=ty Il

Protection Network Email Endpoints Cloud Workloads
Deep Discovery Inspector Cloud App Security Apex One & Endpoint Sensor Deep Security ’ TREND
J MICRO
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Al & wiedza ekspercka Beyond the Kompletna widocznosc
Analitycy Endpoint
bezpieczenstwa
Whudowana wiedza ekspercka o Rozszerzony kontekst dla Jedna platforma dla szybszej
zagrozeniach aby méc wykrywaé lepszego zrozumienia reakcji o optymalnej utylizacji
wiecej zasobow
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Trend Micro XDR

M) Apex Central™ as a Service

Kto inny otrzymat email?
Czy ztosliwy plik znajduje sie w innych
skrzynkach?

e

O (0] O

explorer.exe Outlook.exe MITRE_OSCE9040...xIsx

O

EXCEL.EXE

g Email Message

Subject: Staff Review 2017
Sender: dt_wang@acme.org
Recipients: 7 recipients

2017-01-02 10:31:24

Received:
Attachments: 2 files

System Embedded links: 4 URL

Message ID: 5eb7e48-2252-48ea-80ce-
cf2f6119a8e3@ENV95-E2013-
1.acme.org

Impact Assessment

The analysis result indicates the file attachments have
opened or saved to the endpoint.

MITRE_OSCEQ9040_IES1391_XDR.xlsx
Found in: 36 user mailboxes
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Possible data exfiltration
(US-TX-MANU-FS1)
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2 Impacted Hosts (11) & Interested Host

® US-TX-MANU-FS1(10.42.162.77) [SeNen Host US-TX-MANU-FS1

Account SUPPORT_USER

Lastest events Possible data exfiltration
Anomalous Connection Detection

o Lateral movement activity
Pt :
ju—_ ) T

Q Observables

web.corruptiondaily.com
(159.203.159.9)

Trigger

Possible file transfer to an unauthorized server

B Associated Objects (4) Events 2
Affected hosts: 1 (US-TX-MANU-FS1)

rk A

Root Cause Analysis
(® web.corruptiondaily.com US-TX-MANU-FS1

Target US-TX-MANU-FS1
Criteria web.corruptiondaily.com

& Accounts (3)

® SUPPORT_USER

MITRE ATT&CK

Execution
PowerShell (T1086)
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& Interested Host

Let’s go

Host US-TX-MANU-FS1 VIRTUAL!

Account SUPPORT_USER

Lastest events Possible data exfiltration 3 g
Anomalous Connection Detection 4

Lateral movement activity CZERWIEC - WRZESIEN 2020

2 Y

Q Observables
web.corruptiondaily.com
(159.203.159.9)

® Trigger
Possible file transfer to an unauthorized server
Events 2
Affected hosts 1 (US-TX-MANU-FS1)

A": '\' W s "‘ 1 }

Root Cause Analysis
US-TX-MANU-FS1

Target US-TX-MANU-FS1
Criteria web.corruptiondaily.com
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wewy Possible Data Exfiltration -10.42.162.77 \ Let s
C&C Activity C&C activities were detected on a host with IP address 10.42.162.77 to malicious sites from the domains web.corruptiondaily.com

High - 8 The C&C activities started 2019-04-13 06:11:05 and ended 2019-04-13 06:15:10 and were reported by network sensor.

Malicious activity was possibly caused by files transferred to an authorized server web.corruptiondally.com.

Severity Level F o R Uum
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One or more internal hosts with IP addresses 192.168.1.3 were detected because the high privilege account US-T-847 initiated the connection

192.168.1.3 — 10.42.162.77 (7 Transactions)

Lateral Activity

S - Medium
2019-04-13 06:11:05
2019-04-13 08:15:10

Rule 597 - PsExec - SMB
SHA-1 F1A677456D6BAEC7AB3A0554B8BAABD74FB4F4C2A

© Medium https://web.corruptiondaily.com 2019-04-13 08:12:10
159.203.159.9
POST
200 OK
2019-04-13 06:15:05
application/x-zip-compressed
Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:47.0) Gecko/20100101 Firefox/47.0
3395856CEB1F2B7382DEE72602F798B642F 14140
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C&C Callback: http://web.corruptiondaily.com

Analysis Chain Object Details < Get New Data

Target Server Root Cause () @ Matched Objects (1) Noteworthy Objects

Server: \NU-FS1 ) o) URL:

Powershell.exe http://web.corruptiondaily.com

IP: 10.42.162.77 2019-01-08 08:12:20

Last user:

% Isolate Server
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XDR

Detection and response across email,
endpoint, server, cloud workloads, ana

.......

networks
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